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What is the Basis of This Workbook? 

In 2013, the Federal Government formally addressed the issue of cybersecurity in the 

wake of several high-profile, front-page news breaches. The outcome of this was the 

Framework for Improving Critical Infrastructure Cybersecurity (or Cybersecurity 

Framework, the “CSF”), published by the National Institute of Standards and 

Technology, a division of the Commerce Department. 

The complex naming conventions belie the actual simplicity of what it attempted to do. 

A framework is really just a list of suggested activities that your company can 

think about as a form of guidance for how to address cybersecurity. 

 

Pretty simple, right? 

 

Since the CSF was published in February or 2014, almost every significant regulatory 

agency has referenced it, typically in light of being an effective starting point for 

addressing cybersecurity. The CSF itself has gone on to enjoy success in businesses of 

all sizes and across all industries, because of its flexibility. When it first published the 

Framework, NIST stated clearly that it was to be adapted, expanded, contracted, and 

used as a form of guidance. 

This workbook and, by extension, your cybersecurity practices are based upon the 5 

central concepts of the NIST CSF: 

IDENTIFY 
(Pg 8) 

What structures and practices do you have in 
place to identify cyber threats? 

PROTECT 
(Pg 12) 

What are the basic practices you have in place to 
protect your systems? 

DETECT 
(Pg 19) 

What do you use to identify someone or 
something malicious? 

RESPOND 
(Pg 21) 

How will you deal with a breach if and when it 
occurs? 

RECOVER 
(Pg 23) 

How will you get your business back to normal 
after a breach? 
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Using This Workbook 

In order to make this process as user-friendly as possible, we have included blank 

spaces for you to fill in your information and create a customized Written Information 

Security Program. In addition, we have provided a template policy here 

(http://delawaresbdc.org/special-programs/datassured/) where you can go to download 

and type in the information as you work through this plan.  

 

NOTE: This workbook is general in nature and attempts to 

provide best practices for all businesses. Your business may 

have specific requirements if it retains certain types of 

information, such as Payment Card Information (PCI) and/or 

Personal Health Information (PHI). Make sure to address 

these information-specific requirements as well as the items 

contained herein. 

 

 

If you hit a stumbling block somewhere along the way, reach out to us at: 

 

Northern Delaware SBDC    Southern Delaware SBDC 

(State-wide Headquarters)                  (Serving Kent & Sussex Counties) 

Delaware Technology Park       103 W. Pine St. 

1 Innovation Way         Georgetown, DE 19947 

Suite 301          (302) 856-1555 

Newark, DE 19711 

(302) 831-1555       

  

 

Email: Delaware-SBDC@udel.edu 

Website: www.delawaresbdc.org 
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http://www.sans.org/
http://www.opendns.com/phishing-quiz/
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http://www.dediac.org/
http://www.fbi.gov/contact-us


The Delaware SBDC Network is funded 
in part by the U.S. Small Business 

Administration (SBA), Defense Logistics 
Agency, State of Delaware, and other 

private and public partners. Nationally 
accredited by the Association of SBDCs.

Northern Delaware SBDC
Delaware Technology Park

1 Innovation Way, Suite 301
Newark, DE 19711

(302) 831-1555

Southern Delaware SBDC
(Serving Kent & Sussex Counties)

103 W. Pine Street
Georgetown, DE 19947

(302) 856-1555

www.delawaresbdc.org/


